Practical 7

Aim:- Tools to perform Behavioural Analysis of Malware:-

1.Process Hackers

Description:-

Process Hacker is an open-source tool that will allow you to see what processes are running
on a device, identify programs that are eating up CPU resources and identify network
connections that are associated with a process.

These types of features make Process Hacker an ideal tool for monitoring malware on a
device. By seeing what processes are created and being able to identify network connections
and interesting strings from memory means that valuable indicators of compromise (IOC’s)
can be gathered when triaging a malware infection.

Steps:-
Download process hacker from google then,

Below is the default display shown for Process Hacker when it is launched on a device:

l 88 Drocess Hacker [DESKTOP-D59EVET\sies] (Administrator) — a x

| Hacker View Tools Users Help
% Refresh {3 Options | #8 Find handles or DLLs & System information ‘ O&E X

| Processes  Services Metwork Disk

Search Processes (Ctrl+K) P

L| Name PID CPU  |/Ototal.. Privateb.. Username Description
| [~ System Idle Process 0 8845 60 kB NTAUTHORITY\SYSTEM
w (@ System 4 051 76 kB/s 52 kB NTAUTHORITY\SYSTEM NT Kernel & System
[®] smss.exe 624 1.09MB  NTAUTHORITY\SYSTEM  Windows Session Manager
[&] Memory Compression 2304 109 1.83MB  NTAUTHORITY\SYSTEM
8 Interrupts 0.63 0 Interrupts and DPCs
[E] Registry 136 13.02MB  NT AUTHORITY\SYSTEM
CETSE.EXE 864 2.22MB  NTAUTHORITY\SYSTEM  Client Server Runtime Process
v [E] wininit.exe Q4g 1.58 MB  NT AUTHORITV\SYSTEM  Windows Start-Up Application
~ B services.exe 1020 6.07 MB  NT AUTHORITYSYSTEM  Services and Controller app
1A svchost.exe 1128 0.19 14,94 MB  NT AUTHORITYASYSTEM  Host Process for Windows Ser..,
[®) unsecapp.exe 7152 291 MB NTAUTHORIT\SYSTEM  Sink to receive asynchronous ...
& WmiPrvSE.exe 9100 11.27MB  NT AUTHORITY\SYSTEM  WMI Provider Host
1 WmiPr/SE.exe 10304 43.96 MB  NT AUTHORITV\SYSTEM  WMI Provider Host

7832 49 ME

[ StartMenuExperie...

DESKTOP-059EVET\sies  Windows Start Experience b Genshin

~ [E] Widgets.exe 6124 707 MB  DESKTOP-059EVET\sies

~ [ msedgewebvie... 1412 29.87TMB  DESKTOP-059EV8Tisies  Microsoft Edge WebView?2
= msedgewe... 15464 2.01 MB DESKTOP-D59EVET\sies  Microsoft Edge WebView?Z
& msedgewe... 2612 42.75MB  DESKTOP-059EVET\sies  Microsoft Edge WebView?2
S msedgewe... 10943 10.12MB  DESKTOP-059EVET\sies  Microsoft Edge WebViewZ
& msedgewe.. 3736 T.34MB  DESKTOP-039EVET\sies  Microsoft Edge WebView2
a msedgewe... 15040 25,96 MB  DESKTOP-059EVET\sies  Microsoft Edge WebView2

[# RuntimeBroker.exe 1448 6,63 MB DESKTOP-059EVETisies  Runtime Broker

Processes: 219

WCPU Usage: 11.54% Physical memory: 5.93 GB (76.82%)

The first tab named ‘Processes’ gives an overview of what processes are running on the
device which contains the following information:
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The ‘Processes’ tab also color codes the listed processes. By navigating to ‘Hacker’ and then

Name of the running process

The PID is the process ID, this is a unique number assigned to the process

The CPU tab displays the amount of CPU being consumed by the process

The I/O total output tab

The Private bytes tab

The User name tab displays which account was used to launch the process

The Description tab displays information relating to what the process is

‘Options’ menu you can identify what each color represents in Process Hacker.

oo o

oo oo s

[

1% Process Hacker [DESKTOP-059EVET\sies] (Administrator) = O *
Hacker View Tools Users Help
Run... Ctrl+R 3 »# System information | OE X Search Processes (Ctri+K) pel
Run as limited user...
Run as... Ctrl+Shift+R 20 |/Ototal .. Private b... Username Description
69 B0 kB NTAUTHORITYASYSTEM
Save.. Ctrl+5 :
14 52 kB NTAUTHORITY\SYSTEM  NT Kernel & System
Riod e o Db s, Lt 1.09MB NTAUTHORITY\SYSTEM  Windows Session Manager
Options... 193 MB  NTAUTHORITY\SYSTEM
Plugins... 16 ] Interrupts and DPCs
13.1MB  NTAUTHORITY\SYSTEM
Compulcr 2.22MB  NTAUTHORITY\SYSTEM  Client Server Runtime Process
ERiE 1,58 MB NTAUTHORITV\SYSTEM  Windows Start-Up Application
v [@] services.exe 1020 623 MB NTAUTHORITY\SYSTEM Services and Controller app
¥ swchost.exe 1128 148 MB NTAUTHORITY\SYSTEM Host Process for Windows Ser...
unsecapp.exe 7152 284 MB  NT AUTHORITY\SYSTEM  Sink to receive asynchronous ...
-ﬁfﬁ WmiPrvSE.exe 9100 11.36 MB NT AUTHORITY\SYSTEM  WMI Provider Host
& WmiPrvSE.exe 10304 4396 ME  NT AUTHORITY\SYSTEM WM Provider Host
£ i
g StartMenuExperie... 7832 43.96 MB  DESKTOP-039EVET\sies  Windows Start Experience Host
v [B] Widgets.exe 6124 7.23MB DESKTOP-D30EVAT\sies
v & msedgewebvie... 1412 2087 ME  DESKTOP-D59EVET\sies  Microsoft Edge WebView2
& msedgewe... 15464 2.01 MB DESKTOP-039EV8T\sies  Microsoft Edge WebView2
& msedgewe... 2612 4275 MEB  DESKTOP-039EVET\sies  Microsoft Edge WebView2
= msedgewe... 10948 10,12 MB  DESKTOP-053SEVET\sies  Microsoft Edge WebView2
= msedgewe... 3736 7.34 MB DESKTOP-D58EVET\sies  Microsoft Edge WebView2
& msedgewe... 15040 2596 ME  DESKTOP-D59EVET\sies  Microsoft Edge WebView2
| RuntimeBroker.exe 1448 6.5 MB DESKTOP-05SEVE8T\sies  Runtime Broker
CPU Usage: 1.31%  Physical memary: 5.85 GB (77.03%) Processes: 223
i o 2 bl il

This then opens the ‘Options’ menu.
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Options X
General Advanced Symbols Highlighting Graphs
Max. size unit: |EB v
Icon processes:
[~] Allow only one instance [[J collapse services on start
[JHide when dosed [[Isingle-diick tray icons
[JHide when minimized [ 1con dick toggles visibility
[Jstart when Ilog on [ Enable plugins
Start hidden
Font...
= ==

Select the ‘Highlighting’ tab to view what each color represents:

T = T | BT 2] TT
| 1™ Process Hacker [DESKTOP-D59EVET sies] [Administratar)

TR

| Hacker View Tools Users Help
“ Refresh 72 Options | B8 Find handles or DLLs  =#% System information | OF %

2] X

Search Processes (Ctrl+K)

J=)

Highlighting duration:

MNew objects: [: Removed objects: -

| il svchost.exe
i WmiPrvSE.exe

B Immersive processes and DLLs

B8 .NET processes and DlLs

[ StartMenubxp
w8 Widgets.exe

~ [ msedgewebvie,

Double-dick an item to change it Enable all Disable all

= msedgewe...
& msedgewe... Resel Cancel
& msedgewe..

= msedgewe... ?36 .54 us
= msedgewe.., 15‘]_40 2598 MB DESK"IUP-'USQE_VBT\_C_'[&S
RuntimeBroker.exe 1448 6.5 MEBE DESK'}UP‘D%NE'I\SIE

Processes Services Network Disk
MName - _niR SR LI bkl e acs gl 1 Description
5 Sysl'tm Hlepréc&s +| Options
General Advanced Symbols Highlighting  Graphs

vs Start-Up Application
= and Controller app

Process for Windows Ser...

B

Windows Start Experience Host

Vicrosoft Edge WebView2
icrosoft Edge WebView?

icrosoft Edge WebView2
Microsoft Edge WebView2
Microsoft Edge WebView2
Microsoft Edge WebView2
Runtime Binker

CPU Usage: 1.19%  Physical memory: 6.03 GB (78.10%) Processes: 222
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The image below displays the services identified by Process Hacker, services run in the
background and don’t interact with the desktop.

| /% Process Hacker [DESKTOP-0SSEVET\sies] (Administrator) — O X
Hacker View Tools Users Help
[ 7% Refresh % Options | ## Find handles or DLLs 24* System information | [] [} 3¢ Search Services (Ctri+ K] ye
h Processes Services Metwork Disk
MName : Display name Type Status Start type PID
o 13%4ohci 1394 OHCI Compliant Host Controller  Driver Stopped Demand start I
o Jware Jware Driver Stopped Demand start
[ Aarsve Agent Activation Runtime User share pro...  Stopped Demand start
{| [ AarSve_97b687d Agent Activation Runtime_87b687d Unknown Running Demand start 6108
“ge ACPI Microsoft ACPI Driver Drriver Running Boot start
| 7 AcpiDev ACP| Devices driver Drriver Stopped Demand start
g acpiex Microsoft ACPIEx Driver Driver Running Boot start
£ | < acpipagr ACPI Processor Aggregator Driver Driver Running Demand start
Lo AcpiPmi ACP| Power Meter Driver Drriver Stopped Demand start
Lo acpitime ACPI Wake Alarm Driver Diriver Stopped Demand start
o A 01000 Acx01000 Driver Stopped Demand start
ch AdobeARMservice  Adobe Acrobat Update Service Own process Running Auto start 16576
ige ADPBOXX ADPRDXK Driver Stopped Demand start
“g¢ AFD Ancillary Function Driver for Winsock Driver Running System start
g afunix afunix Driver Running System start
i_.:'_gl AGMService Adobe Genuine Software Monitor Ser...  Cwn process Running Auto start 13036
. ahcache Application Compatibility Cache Driver Running System start
[ AJRouter Alloyn Router Service Share process Stopped Demand start (trigger)
CaG Application Layer Gateway Service Own process Stopped Demand start
_2 amdgpiod AMBD GPIO Client Driver Driver Stopped Demand start
izf amdiZc AMD 12C Controller Service Driver Stopped Demand start
o AmdKE AMD K& Processor Driver Driver Stopped Demand start
d AmdPPM AMD Processor Driver Drriver Stopped Demand start
CPU Usage: 2.57%  Physical memory: 6 GB (77.79%) Processes: 223

The ‘Services’ tab displays the following information:
o Name of identified service
o Display name of service
o Type of service identified i.e. Driver
o Status of service i.e. Running
o Start type i.c. Boot start
o Process identifier of service if available

The ‘Network’ tab is useful for malware analysis as malware will often try to call home to
the bad guy’s command and control (c2) infrastructure.
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1% Process Hacker [DESKTOP-059EVETsies] (Administrator) == O *
Hacker View Tools Users Help
“ Refresh 3 Options | #8 Find handles or DLLs 2% System information | OE X Search Network (Ctrl+K) gy}

Processes Services Metwork  Disk

Name Local address Local.. Remote address Rem... Prot.. State Owner
emagent.e., DESKTOP-053EVET 1830 TCP Listen

emagent.e.. DESKTOP-050EVET 10000 TCP Listen

emagent.e.. DESKTOP-D59EVET 1830 TCP&  Listen

[®] emagent.e.. DESKTOP-058EVET 3938 TCP Listen

emagent.e.. DESKTOP-059EVET 3038 TCP6  Listen

[} l :

emagent.e.. DESKTOP-050EVET 61141 DESKTOP-059EVET 1158 TCP6  SYNsent

java.exe (1. DESKTOP-D50EVET 5500 TCP Listen

java.exe (1., DESKTOP-D59EVET 5521 TP Listen

[@] java.exe (1. DESKTOP-D59EVST 45759 DESKTOP-059EVET 49760 TCP Establish...
[ java.exe (1... DESKTOP-D59EVST 49760 DESKTOP-059EVET 49759 TCP Establish...

java.exe (1. DESKTOP-059EVET 5521 TCPE  Listen
java.exe (1.  DESKTOP-058EVET 1158 TCP Listen
[ java.exe (1... DESKTOP-D59EVST 5520 TCP Listen

[®] java.exe (1. DESKTOP-D59EVET 49357 DESKTOP-039EVET 49338 TCP Establish..,
[®] java.exe (1. DESKTOP-D59EVST 49358 DESKTOP-059EVET 49857 TCP Establish...

java.exe (1., DESKTOP-059EVET 5520 TCP6  Listen

jhi_service.... DESKTOP-D59EVET 49669 TCPE  Listen jhi_service
lsass.exe (7.. DESKTOP-03SEVET 45664 TCP Listen

lsass.exe (7. DESKTOP-058EVET 45664 TCPG&  Listen

@ msedge.ex... DESKTOP-05%EVET 59901 dns.google M3 TCP Establish...

6 msedge.ex... DESKTOP-DSIEVET 58929 151.101.1.44 M3 TCP Establish...

@ msedge.ex... DESKTOP-DS3EVET 59956 a23-217-33-32.dep... M3 TP Establish...

CPU Usage: 0.90%  Physical memory: 5.94 GB (76.96%) Processes: 221

The ‘“Network’ tab displays the following information:
e Process name and PID
e Local address
e Local port used by the process
o Remote address the process is connecting to
¢ Remote port of network connection
e Protocol used by the process
o State of identified network connection
e Owner

The ‘Disk’ tab displays information relating to files on the device hard drive which are being
used:
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1% Process Hacker [DESKTOP-059EVET sies] [Administrator) = i >
Hacker View Tools Users Help

s Refresh ( : Options | #8 Find handles or DLLs  =4% System information | i Q x Search Disk (Ctrl+K) »
Processes  Services Metwore  Disk
Mame File Read rate... Write rat... Tatal\;ate... 110 prio

|| ] MsMpEng.... C\Program Files (x86)\Microsoft Office\Office15\GKWord.dll 63.35 kB/s 8335 kB/s Normal
[ = explorerex..  CAWindows\System32\ieframe.dll 39 kB/s 39kB/s Normal

oracle.exe.. Clapp\admin\oradata\mscitpart23\UNDOTBS01,DBF 32kB/s 32kBfs Normal
oracle.exe .. Chappladminioradata\mscthCONTROLOT.CTL 1493 kB/s  533kB/s 2027 kBfs Mormal
oracle.exe... Chappladminioradata\mscitpart2WCONTROLOT.CTL 1493 kB/s  533kBfs 2027 kBfs Normal
oracleexe.., Chappladminioradata\mscitpart2\CONTROLO1.CTL 13.87kB/s  533kB/s  192kB/s Normal
oracle.exe .. Chappadminieradata\mscit \CONTROLOT.CTL 13.87kB/s  533kB/s  19.2kBfs MNormal
é msedge.ex..  ChUsers\sies\AppData\Local\Microsoft\EdgeUs..\load_statistics.db-wal 533 kB/s 8kB/s 1333 kB/s Very Low
@] svchost.ex... D:\pagefilesys 12.8 kB/s 128 kB/s MNormal
System (4) Ch\SLogFile 11.6kB/s  11.6kB/s MNormal
System (4) A 3042c160-5b66-11ee-8314-c025a5¢5f11b}{3808876b-c176-4e48-bTae- 0 1067 kBfs  10.67 kBfs Mormal
Systern (4) CASMft 273 B/= 747 kBis T.73kBfs  Mormal
System (4] ChSBitMap 538kB/s  5.38kB/s MNormal
oracle.exe.., Chappladmin\flash_recovery_area\mscity CONTROLO2.CTL 533 kB/s 533 kB/s Mormal
oracleexe.. Chappladmin\flash_recovery_area\mscitpart2\CONTROLOZ.CTL 333kB/s 3.33kB/s Normal
oracleexe.. Chappladminflash_recovery_area\mscitpart23\CONTROLO2.CTL 533kB/s  333kB/s Normal
E& oracle.exe ... Chapp\admin‘flash_recovery area\mscit\CONTROLOZ.CTL 533 kB/s 533 kB/s Mormal
System (4) C\ProgramDatai Microsoft\Windows Defender\5cans\mpenginedb.db-w: 434kB/s 434kB/s MNormal
System (4] C\Windows\System32\LogFiles\WMI\NetCore.etl 427kB/fs  427kBfs Normal
System (4) CAWindows\System32\config\SOFTWARE.LOG2 4,27 kB/s 427 kB/s  Mormal
= explorerex.. C:AWindows\System32\KernelBase.dll 4kB/s 4kB/s MNormal
System (4) CAWindows\ SysWOWe4 3IT7kB/s  3T77kB/s MNormal

CPU Usage: 0.80%

Physical memony: 3.98 GB (77.54%) Processes: 221

The ‘Disk’ tab displays the following information:

e Process name and PID

o File location on disk

o Read

rate average in realtime of the hard drive

o Write rate average in realtime of the hard drive

o Total

rate average of read and write output

o 1/O priority

¢ Response time
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2.Process Monitor (ProcMon)
Description:-

The Process Monitor (ProcMon) tool is used to track the various processes activity in the
Windows operating system. This utility allows you to show how processes access files on
disk, registry keys, remote resources, etc. in real-time. The ProcMon combines the
capabilities of two legacy Sysinternals utilities at once — FileMon and RegMon.

With Process Monitor, you can:

= Track the startup and shutdown events of processes and threads, including
information about the exit code;

= Collect data on the parameters of input and output operations;

= Set filters to display only the necessary information. For example, about the actions of
a specific process, access to a specific file or a registry key;

» Log all operations during system boot (starting processes, services). This is useful for
diagnosing slow Windows boot.

Steps:-

Download the ProcMon tool from google.

O | @ procmon-Search X | St Using Process Monitor (ProcMor X | BE Process Monitor - Sysinternals | | X | B Dewnload Process Moritor (Pro- % | + = fu] X
@ & https//iearnmicrosoftcom/en-u majdownloadsfproamarn Aty th ot + 5 & b
Dowr o
= Downloads Ba-®x %
‘ wiey e By Mark Russinovich Additional resources pe
Portmon Published: September 29, 2023 -
ProcDump @ Training
Process Explree ah' Download Process Monitor (3.3 MB) . E
Procass Moritar . . i Monitor Wmdcws‘Server G
Download Procmon for Linux (GitHub) & performance - Training
Pskxec Learn to use a range of Windows &
PsGetsid Run now from Sysinternals Live Server tools to monitor the operating
system and applications on a server.. ™
PsKill & [TFS_documentation.pdf L
petist Introduction ) ol
@ p 3 & XenServer-6.5.0-5P1-XenCenterSetup.exe
PeSeivice ocumentation o
Process Monitor is an advanced monitoring tool for Windows that shows -+
PsSuspend e o . 9 e e Sysinternals Suite - Sysinternals XenServer-6:50-install-<d.so
real-time file system, Registry an: rocess/thread activi it combines the Openile
PsTools ¥ gistry P /! 4 The Windows Sysinternals =
i features of two legacy Sysinternals utilities, Filermon and Regmon, and adds troubleshooting Utilties have bean -
eliRunas - ) ;
an extensive list of enhancements including rich and non-destructive rolled up into a single suite of tools. = gpene
VMMap lteri ; i
filtering, comprehensive event properties such as session IDs and user ) .,
> Security Utilities names, reliable process information, full thread stacks with i pentie
. R ) y Library, learning resources, downloads.
> System Information symbeol support for each operation, simultaneous logging to a file, and support, and community. Evaluate and _ 56-Br
> Miscellaneous much more. Its uniquely powerful features will make Process Monitor a find out how to install, deploy, and... Removed
core utility in your system troubleshooting and malware hunting toolkit. en
Sysinternals Suite AccessChk - Sysinternals |
Microsoft Store AccessChk is 3 command-line tool for
» * viewing the effective permissions on
oty Overview of Process Monitor s fiespeligen g
> Resources prg
Capabilities Show s mors
Software License Terms o
Licensing FAQ ~ Process Monitor includes powerful monitoring and filtering capabilities, a
EL Download PDF including
Mara Aata ranturad far anaratinn innot and Antnot naramatare ¥ €§3
= " = 08:56
I% | O Type here tosearch "ﬂ » B R @ E O @ 2 sumy A & EI e NG L0 L)
e 2
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Extract the zip file and open the Procmon.exe (Application) any one file to be installed.

%

roura

Name

| Eula.txt

_’;’ procmon.chm
27 Procmon.exe
27 Procmor

[CTEVIIITFIN

Date modified

> ThisPC > LocalDisk(C:) » PS > procmon > ProcessMonitor

ey

e

A

Type Size
Text Document

Compiled HTML ..
Application

pplication

O
of £% Procmor = pplication
& Run as administrator
©) Share with Skype

Run as user without UAC privilege elevation

The moment you run procmon, it begins capturing many different kinds of Windows events.

B Process Monitor - Sysinternals: - o X

1=

File Edit Event Fiter Tools Options Help

EEILNRIIYAO|& £ £

Time .. Process Name FID Operation Fath Resut Detai
4456 &5 ReadFie CWindows \System32 il dl SUCCESS Offset: 1605632, L
4456 %3 ReadFie C:\Windons\Systema2irtdl.di SUCCESS Offset: 1462272, L.
4456 [ RegQuerykey  HKCU\Software \Classes SUCCESS Query: HandieTag

0915 SWEploerEXE 4456 [B RegQuenykey  HKCU\Software'Classes SLICCESS Guery: HandieTag

0915, WEploeEXE 4456 [Bf RegOpenKey  HKCU\Software\Classes\ b¢ SUCCESS Desied Access: R

0915:.. WEplorerEXE 4456 [Bf RegQuerykey  HKCU\Software\Classes\ b SUCCESS Query: Name

0915, WEploerEXE 4456 B ReglueryKey  HKCU\Software'Classeshtit SUCCESS Query: HandieTag

4456 [ RegOpenkey  HKCR\tx SUCCESS Desred Access: M
4456 [ RegQuenyValue  HKCU\Software'\Classes\tt\(Defaul)  NAME NOT FOUND Length: 144

4456 [ RegQuenyValue  HKCR\ bt \(Defaut) SUCCESS Type: REG_SZ. L.
4456 [ RegOloseKey  HKCR\tt SUGCESS
4456 [ RegQuenKey  HKCU\Software'\Microsoft\Windows\C... SUCCESS
0315... WEploerEXE 4456 [ RegOpenkey  HKCU\Software Wicrosoff Wiindows C... SUCCESS
0915, WEploerEXE 4455 [B ReglueryKey  HKCU\Software \Micrasoft\Windows'C... SUCCESS
0915... ‘wBplore EXE 4456 [Bf ReaOpenkey  HKCU\Software Wicrsoft Windows C... SUCCESS

Query: HandieTag
Desred Access: R
Query: HandieTag
Desred Access: R

0915:.. GwEplorerEXE 4456 [} RegQuenyKey  HKCU\Scftware\Microsoft Wiindows C... SUCCESS Query: HandieTag
09:15:.. ‘Gibplorer EXE 4456 [ ReaOpenKey  HKCU\Scftware \Microsoft Windows\C... SUCCESS Desred Access: Q.
0915:... SEmplorerEXE 4456 [ RegQueryValue  HKCU\Software \Wicrosoft\Windows'C... SUCCESS Type: REG_SZ.Le.
0915:.. WiEplorerEXE 4456 [ RegCloseKey  HKCU\Software\Microsoft\WindowsC... SUCCESS

0915:.. SWiEmplorerEXE 4456 [ RegQueryKey  HKCU\Scftware \Microsoft WindowsC... SUCCESS GQuery: HandeTag

0915, WEploerEXE 4455 [ RegOpenKey  HKCU\Software\Micrasoft Windows'C... SUCCESS Desied Access: Q

09:15:... " Explorer.EXE 4456 [l RegQueryValue HKCL'\Software \Microsoft \Windows'C... SUCCESS Type: REG_SZ, Le.
0915 WBpoerEXE 4456 [ ReglloseKey  HKCU\Softwaro\Micrsoft\Windows\C... SUCCESS

09:15: Explorer EXE 4456 [ RegQueryKey  HKCL'\Software \Microsoft \Windows C... SUCCESS Query: HandleTag.
0915 Explorer EXE 4456 [ RegOpenKey  HKCU\Software \Microsoft Windows \C... SUCCESS Desired Access: R...

lsass.exe 720 % ReadFle C:\Windows\System32isasrv.di SUCCESS
Eplorer EXE 4456 [B§ ReqQueryKey  HKCU\Software \Wicrosoft\Windows'C... SUCCESS
wEplorer EXE 4456 [B RegOpenKey  HKCU\Software \Microsoh \Windows\C... SUCCESS
0915:.. WBploerEXE 4456 [ RegQueryKey  HKCU\Software Wicrosoff Windows C... SUCCESS
SEplorerEXE 4456 [ ReglloseKey  HKCU\Software\Microsoft\Windows \C... SUCCESS
Eploer EXE 4456 [BS RegCloseKey  HKCU\Software \Wicosoft\Windows'C... SUCCESS
Eplorer EXE 4456 [BS RegCloseKey  HKCU\Software\Wicroscft Windows C... SUCCESS
Eiplorer EXE 4456 [ ReqCloseKey  HKCU\Software Wicroscft WWindows\C... SUCCESS
1 Explorsr EXE 4456 [ ReqQueryKey  HKGL\Software'Classes SUGCESS Query: Name
0915, WiEploerEXE 4456 [B RegQueryKey  HKCU\Software'Classes SUCCESS Quey: HandieTag
0915 SWEploerEXE 4456 [B RegQuenyKey  HKCU\Software'Classes SLICCESS Guery: HandieTag
0915, WEploerEXE 4455 [ RegOpenKey  HKCU\SoftwareClasses\AppXézfkSwr. SUCCESS Desied Access: R
0915:.. wBploer EXE 4456 [B RegCloseKey  HKCU!\SoftwareClasses\App42fkwx.. SUCCESS
0915... fmEplorer EXE 4456 [ ReqQueryKey  HKCU\Software\Classes 'SUCCESS Query: Name
0915:. WEpbrerEXE 4456 B ReQuenyKey  HKCU\Software'\Classes SUCCESS Query: HandleTag

Offset: 1540096, L.
Guery: HandeTag
Desired Access: R
Query: Cached, Su.

0915, EwplorerEXE 4456 [ RegQueryKey HKCU\Software'Classes SUCCESS GQuery: HandeTag
0915:.. WEplorerEXE 4456 [ ReaOpenKey  HKCU\Scftware'Classes\App Xéatfk ... SUCCESS Desired Access: Rl
0915:.. GiEwplorerEXE 4456 [ RegQuenykey  HKCU\Software*Classes\Appiéatfwr... SUCCESS GQuery: Name

sass.one 720 ' ReadFie €:\Windows \System32sasrv.di SUCCESS
0915:.. WBpbrerEXE 4456 [ ReqQuenyKey  HKCU\Software'Classes \Appéatfk 9wy SUCCESS Query: HandeTag

Query: HandieTag

-)

09:15:... " Bxplorer EXE 4456 [ RegOpenkey
09:15:... ‘i Explorer. EXE 4456 [ RegOpenkey
Showing 240359 of 796720 events (30%)

0515 wWEpbrerEXE 4456 B ReqQuerykey  HKCU\Software'\Clssses\AppXéafkSmr. SUCCESS

HKCU\Scftware\Classes\App 4zt
HKCR Vipp X4t 86romzzq 70

Backed by virtual memory

NAME NOT FOUND Desired Access: Q.

NAME NOT FOUND Desired Access: Q.

As you can see in the screenshot above under the Operation column, there are various icons
each representing different classes of Windows events. Procmon captures events from five
different classes:

o Registry

o Filesystem
e Network

e Processes

o Profiling events
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Each event in all classes is represented in a single list pane of seven columns:
Time of day — The time the event occurred.

Process name — The name of the process that triggered the event.

PID — The process identifier.

Operation — The type of event like if the process opened a file, changed a registry key value,
etc.

Path — The path to the object the event interacted with like a file path, registry path, etc.

Result — This column will contain numerous values to indicate the result of the event. This
value can be as simple as SUCCESS or specific to the event like REPARSE, BUFFER
OVERFLOW, NAME NOT FOUND, etc.

Detail — This column contains all of the nitty-gritty detail once you pinpoint an event you’d
like to see.

To capture events, go to file > Capture events

B Process Monitor - Sysinternals: www.sysinternals.com — [m]

0N Edit Event Filter Tools Options Help

ol 4~ OIEAP Rl =11
d| Bl Save.. Curl+S
| Operation Path Resul Detal
Backing Files.. ¥ ReadFile Ci\Windows'System32\StateReposttory... SUCCESS Offset: 690688, Le...
bs|— 4 ReadFile C:\Windows'\System32\StateRepostory.. SUCCESS Offset: 678400, Le
% Readfile C:\Windows'\System32\StateRepository... SUCCESS Offset: 635904, Le...
Al s ReadFile C\Windows'\System32\StaleRepostory... SUCCESS Offset: 623616, Le...
if|| Export Configuration... s ReadFile C:\Windows'\System32\sasrv dil SUCCESS Offset: 1607680, L.
firiporE or e ortn ¥ Readfile C:\Windows\System32\Windows.State... SUCCESS Offset: 5473280, L.
F # ReadFile C:\Windows\System32\sasrv SUCCESS Offset: 1591296, L
Bt #s ReadFile C:\Windows\System32\Windows State... SUCCESS Offset: 5465088, L
L= 4 ReadFile CAWindowsSystem32\sasry SUCCESS Offset: 1506304, L.
08:43.. T svchost exe 2672 7w LockFile C:\ProgramData\Microsoft\Windows A . SUCCESS Exclusive: False, O
08:49.... Wrlsass.exe 968 u ReadFile C:\Windows' System32\lsasrv i SUCCESS Offset. 1579008, L.
08:43.... W svchostexe 2672 s QueryStandard...C\ProgramData\Microsoft Windows®A... SUCCESS AlocationSize: 314..
08:43:... W svchost exe 2672w UnlockFlleSingle. C:\ProgramData\Microsoft\Windows\A... SUCCESS Offset: 123, Length
08:49.... Wlsass exe 968 s ReadFile C:\Windows System32\lsasry i SUCCESS Offset: 1489920, L.
08:49:... Wsass.exe 968w QueryNamelrfo...C:\Users\sies'\AppData’\Local\Temp\Pr... SUCCESS Name: \Users sies.
08:49; .. Wlsass exe 968 s QueryNamelrfo. .C:\Users\sies\AppData\Local\ Temp\Pr_ SUCCESS Name: \Userssies.
08:49.... JuEvplorerEXE 8560 [B RegQueyKey  HKCU\Software'\Classes SUCCESS Query: Name
08:43.. yExplorerEXE 8560 [ ReaOpenKey  HKLM\SYSTEM\CumentControlSet\Con..REPARSE Desired Access: O
08:49.. FuExplorerEXE 8560 [ RegQuenKey  HKCU\Software'\Classes SUCCESS Query: HandleTag...
08:49.... u EvplorerEXE 8560 [ RegQueryKey  HKCLM\Software'\Classes SUCCESS Query: HandleTag...
08:43.. yExplorerEXE 8560 [ RegOpenKey  HKLM\System\CumentControlSet\Cortr. . SUCCESS Desired Access: O
08:49... JyExplorerEXE 8560 [ RegOpenKey  HKCUMSoftware'Classes\Applications'... NAME NOT FOUIND Desired Access: R..
08:49.... ‘py ExplorerEXE 8560 I RegQueryValue HKLM\System\CumentControlSet\Cartr... NAME NOT FOUND Length: 24
08:43.. W-MsMpEngexe 4140 s ReadFile C:\ProgramData\Microsoft\Windows De...SUCCESS Offset: 15802368,
08:49... JuEwplorerEXE 8560 [ RegOpenKey  HKCR\Applications\Procmon6d.exe  NAME NOT FOUND Desired Access: R..
08:43.. yExplorerEXE 8560 [ ReqCloseKey  HKLM\System\CurentControlSet\Cortr. . SUCCESS
0843, fuBplorerEXE 8560 [ RegQueryKey  HKCU'\Softwars'Classes SUCCESS Query: Name
08:43.... pyExplorerEXE 8560 [ RegQueryKey  HKCLM\Software'\Classes SUCCESS Query: HandleTag...
0849.. uExploerEXE 8560 [ ReqQueryKey  HKCUMSoftwars\Classes SUCCESS Query: Name
08:49... JyExplorerEXE 8560 [B{RegOpenKey  HKCUMSoftware'Classes\Applications\... NAME NOT FOUIND Desired Access: R..
08:49... ' ExplorerEXE 8560 [ RegOpenKey  HKCR\Applications\Procmon6d.exe  NAME NOT FOUND Desired Access: R..
€ 08:49... = Exolorer EXE 8560 M¥ ReaOpenkev  HKLM\SYSTEM\CumentCortrolSet\Con...REPARSE Desired Access: G
 Canture (Crl+E)

=

Number of Events in the Window seen at the bottom:

09:15.... ‘a Explorer EXE 4456 [l RegOpenKey  HKCU\Software\Classes\App X4ztfk Swx
09:15:... S8 Explorer.EXE 4456 [ RegOpenKey  HKCR\AppX4ztfk Swr86nxmzzqd 7px0On...

Showing 240359 of 796720 events (30%)

Backed by virtual memory
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To Clear Display, go to file > Clear Display (Don’t perform until practical is completed)

T TS TIOVETIO T

¥ Process Monitor - Sysinternals: www.sysinternals.com = (m] x
File 203 Event Filter Tools Options Help

®lda F LN H w22 H

el = |y copy Ctrl+C

Find... Ctri+F
Find Highlight ~ F4 peration Path Result Detail i
Fnd Beakmark  E6 ReadFile C:\Windows\System32\StateRepostory... SUCCESS Offset: 6950688, Le.
| ReadFie C:\Windows\System 32\ StateRepostory... SUCCESS Offset: 678400, Le.
08:45. M ActoScioll  CirleA ReadFile C:\Windows\System32\State Repository. SUCCESS Offset: 635504, Le.
08:4%: ReadFile C:\Windows'\System32\State Repostory._SUCCESS Offset: 623616 Le.

rir]

ReadFile C\Windows'\System32\sasrv dil SUCCESS Offset: 1607680, L.
ReadFile C\Windows"\System32\Windows State.. SUCCESS Offset: 5473280, L.

cl & ' ReadFle C:\Wiindows \System32:lsasry SUCCESS Offset: 1591296, L
2672 7 ReadFle C:\Wiindows\System32\Windows State... SUCCESS Offset: 5485088, L.
968 s ReadFie C:\Wiindows\System32\lsasy di SUCCESS Offset: 1506304, L.
2672 i LockFile C:\ProgramData\ Microsoft\Windows\A... SUCCESS Exclusive: Fase, 0.
968 ¥+ ReadFie C:\Wiindows\System32\sasy di SUCCESS Offeet: 1579008, L. e
2672 s QueryStandardl...C/\ProgramData\MicrosoRt \Windows\&... SUCCESS AlocationSize: 314,
2672 T UnlockFileSingle: C:\ProgramData\Microsof\Windows\A... SUCCESS Offset: 123, Length
968 7 ReadFile C:\Wiindows\System32\sasrv di SUCCESS Offset: 1489820, L
968+ QueryNamelnfo...C:\Users'sies \AppData*Local\Temp!\Fr... SUCCESS Name: \UUsers'sis
968 s QueryNamelnfo._ C-\Users\sies\AppData\Local\ Temp\Pr_ SUCCESS Name: \Users'sies
T EwplorerEXE 8560 [ RegQueryKey  HKCU\Software\Classes SUCCESS Guery: Name
08:49.. 7o Explorer EXE 8560 [Bf RegOpeniey  HKLM\SYSTEM\CurentControlSet\Con... REPARSE Desired Access: Q.
08:49.. 'y ExplorerEXE 8560 [ RegQueryKey  HKCLISoftware\Classes SUCCESS GQuery: Hande Tag...
08:49.... 7y ExplorerEXE 8560 B RegQueryKey  HKCLISoftware\(zsses SUCCESS Query: HandleTag... .
08:49. ‘pyExplorerEXE 8560 [ RegOpenKey  HKLM\System\CumertControlSet\Cortr... SUCCESS Desired Access: Q. i

0849 7y ExplorerEXE 8560 [ RegOpenKey  HKCU'Software\Classes'Applications'. . NAME NOT FOUND Desired Access: R
0849 Gy ExplorerEXE 8560 [ RegQueryValue HKLM\System'CumrentControlSet'Cortr... NAME NOT FOUND Length: 24

0849 WMsMpEngexe 4140 s ReadFle € \ProgramData\Microscft Windows De.. SUCCESS Offcet. 15802368,
0845 yExplorerEXE 8560 [ RegOpenKey  HKCR\Applications'\ProcmonB4exe  NAME NOT FOUND Desired Access: R
0845 4 ExplorerEXE 8560 [Bf RegCloseKey  HKLMiSystem\CumeniControlSet Conr... SUCCESS

08:49.. v ExplorerEXE 8560 [ ReqQueryKey  HKCLISoftware\Classes SUCCESS Guery; Name
08:4%.. i ElorerEXE 8560 [N ReaQueryKey  HKCLNSoftware\Classes SUCCESS GQuery: HandeTag...
09:49... Ty ExplorerEXE 8560 [ RegQueryKey  HKCU\Software\Classes SUCCESS GQuery: Name

09:49.. i BplorerEXE 8560 [ RegOpenKey  HKCLNSoftware'\Classes\Applications\... NAME NOT FOUND Desired Access: .

0345 i EploerEXE 8560 [ RegOpenKey  HKCR\Applications'\ProcmonBd exs  NAME NOT FOUND Desired Accsss: R

lee| 0849 . s EwlorerEXE 8560 B FecOpenfev  HKLMSYSTEM:CurentControlSet\Con.. REPARSE Desired Acoess: @ X
Clear (Ctr+X)

After Display is cleared.

= T — = T ] T ™
B Process Monitor - Sysinternals: www.sysinternals.com — ] x
File Edit Event Filter Tools Options Help
A - 3
PEIIIRN YO & £ L/ KM
Time ... Process Name FID  Operation Path Resutt Detail

No events (capture disabled) Backed by virtual memory

Events Filter:-

The filters allow you to specify various criteria for events to be added or excluded from the
monitoring.

The default filter already excludes events of a standard Windows system activity and the
procmon.exe process itself. In most cases, you don’t need to remove these filters. We’ll add
some additional filters.
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To access Event Filters, Go to Filter > Click on Filter

b
B Process Monitor - Sysintemals: www sysinternals.com - m] X

File Edit Event BZILE Tools Options Help

= Fﬂ| Fa E Enable Advanced Output Lﬁ Pl =1
= o s o
Time.... Process Nar| DI Resul Detel

Reset Filter Ctri+R.
Load Filter r

Save Filter...

Organize Filters..

| Drop Filtered Events

l Highlight... Ctil+H

Filter (Ctrl+L)

Create a filter for monitoring access to the registry key: Path > contains > \SOFTWAREU\test
> Include. Click Add to add a new filter to the list.

1 B -
| I Process Monitor sinternale.com - 0 X
| Fle Edit Event Fiter Tools O I Biocess Monitor Fites =
V= @‘ : : rc @ ‘ ? E Display entries matching these conditions:
|| Time .. Process Hame PID Oper P3N v s | \SOFTWARE\test | then [incude
i
Resst | Add Remove
Column Relation Value Action fal f
is Frocmon.exe Exclude
s Procexp sxe Bxclude
is Adtoruns.exe Exclude
s Procmondexe  Exclude
i is Procexp6d.exe Exclude o
i is System Exclude
il begins with IRP_MJ_ Exclude
il begins with FASTIO_ Exclude
: begins with FASTIO Exclude
[ ends with pagefile sys Exclude
1 ends with St Exclude
ends with SMRMiT Exclude
ends with SlogFle Exclude
ends wih SVolume Exclude i
ends with SAttrDef Exclude
ends with $Root Brcude
ends with Btmap Exclude
ends with SBoct Brclude
ends with SBadClus Exclude v
I
|No events (capture disabled) Backed by virtual memory
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Path added successfully

¥ Process Monitor - Sysinternals: www.svsinternals.cem

| P
File Edit Event Filter Tools O\.

= H | : : = @ | 7 [2 Diswlay entries matching these conditions:
G [¢ ;
| i

No events (capture disabled) Backed by virtual memary

Foser 2] Process Neme PID Opent Path » ~ || \SOFTWARE\test ~| then |Include  ~
Reset Add femove

Column Felation Value Action A
& Path is Include
&3 Process N is Frocmon exe Exclude
€I Pocess N is Procesp exe Exclude
€ Pocess N is Autonuns sxe Exclude
€ Process N is ProcmonBdexs  Exclude
€ Process N... s ProcexpGd.cxe Exclude
€ Process ... is System Exclude
€JOpertion  begins with IRP_MJ_ Exclude
Operation  begins with FASTIO_ Exclude
€3 Resutt bedins with FAST IO Exclude
& Path ends with pagefile sys Exclude
€ rath ends wih Shift Exclude
& Path ends with St M Exclude
€ Path ends with sLogFie Exclude
& Fath ends wih SVolume Exclude
€3 Path ends with Exclude
&3 Path ends wth $Root Exclude
&3 Path ends with 3Bitmap Exclude

& pain ends with sBoot Exclude v

oK Cancel Apply
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3.Microsoft Network Monitor

Description:-

It is a software utility designed to help users capture network traffic and analyze incoming
and outgoing packets. The packet analyzer is included in a user-friendly interface, bundled
with intuitive options.

A packet sniffer can be used to troubleshoot application connectivity issues. For example,
you can detect programs that use a lot of traffic, which is often a sign of malware activity.
Packet analyzers are also great for security analysis, whether you’re an expert or not.

Steps:-

Download Microsoft Network Monitor (3.4) by searching it on google.

e © o Tools toperfort X | N 11 BestMalwar X Bard x Microsoft Netw. X S DownloadMici X ~) MicrosoftNetw x | BB SysinternalsNe x | BB Autoruns for

S E R B  httpsy//www.microsoft.com/en-in/download/details.aspx?id=4865 A > B o

Internet Explorer 11 has retired as of 15 June,
2022

IE11 will no longer be accessible after 14 February, 2023. You can reload Internet Explorer sites with IE mode
in Microsoft Edge.

Get started with Microsoft Edge

Microsoft Network Monitor 3.4 (archive)

Network Monitor 3.4 is the archive versioned tool for network traffic capture and protocol analysis.

Important! Selecting a language below will dynamically change the complete page content to that language.

Expand all | Collapse all

v Details v

Click on the downloaded file (NM34 x64) > A pop up will appear, tap yes.

openc!

Last month

m
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Click next

"8 Microsoft Network Monitor 3.4 Setup - 3.4.2350.0

Welcome to the Microsoft
Network Monitor 3.4 (Capture
and Parser Engine) Setup
Wizard

The Setup Wizard will install Microsoft Network Monitor 3.4 on
your computer. Click Next to continue or Cancel to exit the
Setup Wizard.

Cancel

Accept the terms and conditions and click on next

"M Microsoft Network Monitor 3.4 Setup - 3.4.2350.0

End-User License Agreement

Flease read the following license agreement carefully

MICROSOFT SOFTWARE LICENSE TERMS
MICROSOFT NETWORK MONITOR 3.4

These license terms are an agreement between Microsoft Corporation (or

based on where you live, one of its affiliates) and you. Please read them.
They apply to the software named above, which includes the media on which
you received it, if any. The terms also apply to any Microsoft

»  updates,
© 1 accept the terms in the License Agreement

(7)1 do not accept the terms in the License Agreement

Cancel
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Choose, use Microsoft Update and click on next

8 Microsoft Network Monitor 3.4 Setup - 2.4.2350.0 X
Use Microsoft Update to help keep your computer E”
J
secure and up to date /_)

Microsoft Update offers security and important updates for Windows and other
Microsoft products, including Microsoft Netwark Monitor 3.4, Updates will be
downloaded and installed according to your Automatic Updates settings.

'@ © use Microsoft Update when 1 check for updates (recommended)

'@ () 1do not want to use Microsoft Update

Microsoft Update FAQ

Privacy Statement

< Back Next > | Cancel

Click on Typical

"M Microsoft Network Monitor 3.4 Setup - 3.4.2350.0 X

Choose Setup Type I;)

Choose the setup type that best suits your needs

Typical

Installs the most common program features. Recommended for
Typical Installation
Custom

-4
:'n(;% Allows users to choose which program features will be installed
- and where they will be installed. Recommended for advanced
users.

= Complete
z |4
5’(;}! All program features will be installed. (Requires most disk space)

< Back Cancel
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Click on Install

"8 Microsoft Network Monitor 3.4 Setup - 3.4.2350.0

The Setup Wizard is ready to begin the Typical installation

Ready to Install E}"Q

Click Install to begin the installation. If you want to review or change any of your installation
settings, click Back. Click Cancel to exit the wizard.

Create shortcut for Micresoft Network Monitor on the desktop

[ change the current .cap file association to Microsoft Network Monitor

< Back | Install Cancel

Installing. ...

"M Microsoft Network Monitor 3.4 Setup - 3.4.2350.0

Installing Microsoft Network Monitor 3.4

Flease wait while the Setup Wizard installs Microsoft Network Monitor 3.4. This may
take several minutes.

Status:  Binding Netmon Driver
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Tap on Finish

"8 Microsoft Network Monitor 3.4 Setup - 3.4.2350.0

Completing the Setup Wizard

You have successfully completed the Microsoft Network Monitor 3.4 Setup Wizard.

Click the Finish button to exit the Setup Wizard.

If this is your first time installing Microsoft Network Monitor on Windows Vista or
Windows Server 2008 and above, you must log off and log back on to capture
traffic.

Now search for Microsoft Network Monitor in windows and Run it as Administrator & open

it.

@
File Home Insert Draw Design Layout References Mailings Review View Help
< 5
Times New Roman  ~[[12 | A" A" Aa~ Ao
2 >) Chat @ Apps  Documents Settings  People
Paste B I U-vadx ¥ Av 2+ A~
¥ <¥ Format Painter

Clipboard 5 Font Best match

® Microsoft Network Monitor 3.4
7 Awp

Apps
® News
Search the web Open

fo) microsoft Ne - See more search

results
Open file location

D microsoft network monitor Pin to Start
Iz . ” Pin to t:
O microsoft network monitor tool

Uninstall

O microsoft news
Videos

New Tab - Brave 2023-02-13 01-29-
il
4.Autoruns
New Tab - Brave 2023-02-13 01-29-
Description:] 06

Autoruns is 3 Net Ninja Pro - The Book -
set to launch Personal - Microsoft Edge 2022-11-

and in order
2862 words [ English (ncii) Accessibily:
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| &2 Comments | | Editing v |




Q  Search for apy settings, and

Recent

7“!.5 Microsoft Network Monitor 3.4

Run as administrator
Control Panel

Open file location

sysinternals
Pin to Start
Microsoft Teams (work or schc Pin to taskbar

Calendar Uninstall

Excel Remove from device history

N s

Default start page

Microsoft Network Monitor 3.4
File View Tools Help

) New Capture ¥ Open Capture & Parser Profiles v [2 Options @ How Dol v
{b SianPage 03 Parsers

Recent Captures X ||Getting Started with Microsoft Network Monitor 34 X
s M Welcome to
Open: Captrefle. Microsoft Network Monitor 3.4

Microsoft Network Monitor is a tool for viewing the contents of network packets that are being sent and received over a live network
lconnection or from a previously captured data file. It provides filtering options for complex analysis of network data.

What's New
o User Interface Refresh: The Network Monitor Ul has evolved. New features have been added and previously hard-to-find features
have been made more readily available.
« Parser Configuration Management: Parsers are now installed with profiles that allow you to easily switch between parser
configurations with the Parser Profiles toolbar button. These configurations are also cached, removing the need to recompile
when you switch between them.
Column Management: Network Monitor will automatically choose a column layout based on the type of file being opened.
This column layout is applied to the Frame Summary Window. This layout can be modified and saved for future use. In addition,
two extra layouts for HTTP and TCP diagnostics are included.
Color Rules: Network Monitor can now save sets of Color Rules to files for easy sharing. You can also right-click in the Frame
Select Networks > L
Summary and Frame Details windows to add a new Color Rule.
Window Layout Dropdown: The new window layout dropdown provides multiple configurations for window arrangement. You
Frendly Name Descrption T Address | VG Address Hardua can move windows by holding down the Shift key while clicking on their title bars. Arrangements are saved for each of the three
8 ethemet Resliek T ¢hE Farnly Controler SN Nofe FeBU: W 00:cO 98 7/ 10 O . layout options. The Restore Default Layout option wil reset the currently selected layout back to the default.
8 Local Area Connection® 3 Microsoft W-Fi Dirct Virtual Adapter #3. Nore feso:i55ca:04a7:883:7439%4  0-86-55 A ogLon ! :
Bwir sk W e Koo TooMie BT T T R “Live" Experts: Experts can now be run during a live capture session. Also, experts that have been recently installed now appear
automatically in the Experts menu, without requiring you to open another tab.

& Properties | £ P-Mode

Fixed-Width Font: You can now use a fixed-width font in the Frame Summary window.

High Performance Filtering: Network Monitor will now enter a high-performance capturing mode when you specify fully qualified
capture filters with certain fields in the Ul or nmcap (e.g. Frame.Ethernet.IPv4.TCP.Port == 8080).

UTC Timestamps: Network Monitor will now capture and save Time Zone related information in a trace. By default, traces opened
with Time Zone information will automatically have times adjusted to your local Time Zone. The original time or Time Zone can be
viewed by adding the "Time and Date” column or viewing the Properties under the File menu.

High-precision timestamps: Network Monitor now captures with microsecond precision on Windows Vista and later and Windows

Server 2008 and later.

802.11n & Raw IP Frame Support: Network Monitor now supports monitor mode on 802.11n networks on Microsoft Windows
ista SP1 and later aneratina tems a¢ Il as Raw |P Fram n_ Micr \ft Wind

Version 3.4.2350.0

Select your device connected network or your preferred network

Select Networks <
&F Properties | & P-Mod

Friendly Name Description IPv4 Address  IPv6 Address Hardwarg
Ethernet Realtek PCle GbE Family Controller None fe80::7f67:2700:c958:f710%3 C0-18-50
Local Area Connection® 3 Microsoft Wi-Fi Direct Virtual Adapter #3 None fe80::55ca:d4a7:88f3:7439%4 80-B6-55

Intel(R) Wi-Fi 6 AX200 160MHz 192.168.0.106 fe80::2dd6:c8a:d77:c8ae%12 80-B6-55]
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After Selecting the Network, click on New Capture

Microsoft Network Monitor 3.4

= X

File View Tools Help

1 New Capture | * Open Capture

a Parser Profiles + 2 Options @ How Dol ~
@ StatP Create New Capture Tab _Ctrl+N |

Recent Captures

Getting Started with Microsoft Network Monitor 3.4 X

Create: New capture tab Welcome to

Microsoft Network Monitor 3.4

Open:

Capture fle

Microsoft Network Monitor is a tool for viewing the contents of network packets that are being sent and received over a live network
connection or from a previously captured data file. It provides filtering options for complex analysis of network data.

What's New

User Interface Refresh: The Network Monitor Ul has evolved. New features have been added and previously hard-to-find features

have been made more readily available.

« Parser Configuration Management: Parsers are now installed with profiles that allow you to easily switch between parser
configurations with the Parser Profiles toolbar button. These configurations are also cached, removing the need to recompile

when you switch between them.

Column Management: Network Monitor will automatically choose a column layout based on the type of file being opened.

This column layout is applied to the Frame Summary Window. This layout can be modified and saved for future use. In addition,

two extra layouts for HTTP and TCP diagnostics are included.

X Color Rules: Network Monitor can now save sets of Color Rules to files for easy sharing. You can also right-click in the Frame
— Summary and Frame Details windows to add a new Color Rule.

& Properties | & P-iode «  Window Layout Dropdown: The new window layout dropdown provides multiple configurations for window arrangement. You

Friendly ame Description i Address V6 Address Harduea

can move windows by holding down the Shift key while clicking on their title bars. Arrangements are saved for each of the three
8 cthernet layout options. The Restore Default Layout option will reset the currently selected layout back to the default.

“Live" Experts: Experts can now be run during a live capture session. Also, experts that have been recently installed now appear
ically in the Evnart ithout caguiii N "

Realtek PCle GbE Famiy Controller  flone
Direct Virtual Adapter #3_None
1

Now click on Start

Microsoft Network Monitor 3.4
File  Edit

View Frames Capture filter Experts Tools Help

) New Capture ¥ Open Capture [ Save As | 7 Capture Settings b Start u Pau

@ Capre2 @ Capturel {3 StartPage L Parsers
Network Conversations

F5 |

Start Capture

% Layout v 4 Parser Profiles v 123 Options @& How Dol v

T4 Press "Start" button to begin capturing

X

Apply & Remove | & History v ' Load Filter v

" Save Filter 2 Clear Text

Frame Summary X

#2 Color Rules & Aliases v E2 Columns ¥

TFind v 4 1 (3 Autoscroll

Frame Number Time Date Local Adjusted Time Offset Process Name ~Source Destination Protocol Name  Deseription

Frame Details Hex Details

Width v |Prot Off: Frame Off: Sel Bytes:

Version 3423500

& Displayed: Dropped: Captured: Pending: Focused: Selected:
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Captured networks all that are running and present

[ Wicrosoft Network Monitor 3.4 - 8 X
file Edit View Frames Capture Filter Experts Tools Help
) New Capture ¥ Open Capture [ Save As | 7 Capture Settings ¥ Start # Pause @ Stop 25 Layout v 4 Parser Profiles v 12 Options & How Dol v
@ Captre2 @ Capturel @} StatPage L[ Parsers
INetwork Conversations X x|
Al ""’"‘ % Apply & Remove | & History v % Load Filter v & Save Filter 2 Clear Text
! Other Traffic Frame Summary X
find v 4 1 2 Autoscroll %2 Color Rules {4 Aliases ~ EE Columns v
Frame Number Time Date Local Adjusted Time Offset Process Name Source Destination Protocol Neme _Deseription
1 06571051 Netmonfiter - NetmonEerpdated optre Fter: None
2 71051 i
3 06571051 msedge.cve 1921680106 2321224234 TCP gs- S SrcPort=61006, DSFoR=HTTPS(H3), PoyloadLen=0, Seq=3606241546, Acke 354983156, Win=515
4 36N Coogudrve.. MRBLIM liseds TS TS nec Layer-1 SSL Application Dota
s 33690720  GoogleDrive... 192.168.0. 22514274 TCP SrcPort=52804, DstPort=HTTPS(443), Payloadlen=0, Seq=533931205, Ack=3504772301, Win=
6 Lo ke lozimoie  momeiy 1o A..., STCPOt=52439, DStPort=HTTPS(443), PayloadLen=1, Seq=42217228 - 42217229, Ack=4012790633,
7 49385191 msedgecve 2021288117 192168006  TCP SrcPort=HTTPS(443), DstPort=52439, PoyloadLen=0, Seq=4012790633, Ack=42217229, Win=5!
s 49734709 14225019242 192,168 uop 8
s 49734700 14225019242 192.168.0.106  UDP
10 49750773 1921680106 14225019242 UDP 3
1 49905887 1921680106 192.168.0.1 ons T, QUERY (S vy query fo sinaler-pcients ol com of e Hos A on s et
12 49999567 1921680106 192.168.0.1 ons 412, QUERY (Standardquery, Guey for sgalr5aclnts.googiecom of e Unkoown ONSTYpe on ass 1
3 5.0082290 192.168.0. 1921680106 DNS 012 QUERY (Standard quen, Response - Succn
14 0082290 192.168.0.1 1921680106 DNS : QUERY (Standard query), Response - Succes, Array[142.250.192.74,216.239.38.10,
15 50101528 192168.0.106  signaler-pa.clent... UDP 1258
16 50104488 192.168.0.106  signaler-pa.clent.. UDP
17 50109281 192168.0.106  signaler-pa.client... UDP
18 50390925 06 UDP
19 5.0750151 uop
20 50750151 uop
21 50754364 uop Srcpor stPort = 63822, Ler
2 50754364 uop UDP Srerot = HTTPS(443), Opor = 6302, Length
Frame Details X | Hex Details 5o
| & width [prot off: Frame Off: Sel Bytes:
loooo
Version 3.4.23500 € Displayed: 83 Dropped: 0 Captured: 83 Pending: 0 Focused: Selected:
[ Microsoft Network Monitor 34 - 8 X

File Edit View Frames Capture Filter

Experts
) New Capture ¥ Open Capture [ Save As | ¥ Capture Settings » Stat
@ Capre2 @ Capturel () StartPage L[ Parsers

Tools Help

u Pause @ Stop

7 Layout v i Parser Profiles v 2 Options @ How Do | v

- & GoogleDriveFs.exe (11268)
8- <Unknown>
&1 [ oropbox.exe (9504)
- brave.exe (160)
61 [ nortonsecurty.exe (4352)
] whatsapp.exe (18388)
& ) svehostexe (4328)
-] backgroundTaskost.exe (18076)
] svchost.exe (20524)
& ) sehostexe (4272)
6] Widgets.exe (8400)

-3 pAD.Consle.Hostexe (12304)

Gfind v & 1 (2 Autoscroll

INetwork Conversations X ||Display Filter X
& ‘g ; Traffic . . Apply & Remove | & History v ' Load Filter v & Save Filter 2 Clear Text
= 4 wy Trofic
) @2 msedge.exe (20316)

X

%2 Color Rules 48 Aliases ~ B Columns ¥

Frame Number Time Date Local Adjusted
16-10-2023

01503148 AM 19-10-3023

AM 19-10-2023

Time Offset Process Name Source

0.6571051

06571051
msedge.cxe  192.168.0.106
GoogleDrive... 142.251.42.74
GoogleDrive... 192.168.0.106
msedge.cxe  192.168.0.106

msedge.exe

20.212.88.117
14:

Destination

€13636.dsch.aka...
192.168.0.106
142251.42.74
Bzzealy

Protocol Name Desmpnun

NetmonFilter
Networklnfof

TP

NetmonFiker:Updated Capture Fiter: None 1
Nmm:oamemmnmm, Network Ade

Flog T Crort-61006, DSpareHTTPS(443), Pefcadien=, Sequ36OGZA1SAS, A-LIS9B31S6 Win=515
Sriehe umr 1 5L Application Data

PS(443), PayloadLen=0, Seq=533931205, Ack=3504772301, Win=508
. STCPOt=52439, DStPort=HTTPS(443), PayloadLen: 7229, Ack=4012790633,
A SICSNTTFSA4). Do, Py aa=0; Saq4 LT3, Ackn 211725, Wi

1 0,106
M ther Traffc 192.168.0106  142250.19242
1 192.168.0.106 1168.0.1 NS 0075, QUERY (Sndord query) v for sigaerpacients.googe com of e Host Akl on class e
2 s ueryld = 03412, QUERY (Standard query), Query for signaler-pa.clientss.google.com of type Unknown DNSType on ciass It
3 16,0, =
14 1680 ey, Response - Sucess, Aay142.28.192.74.216220.38.10 2001 4860:4202:
15 1680 dlent...
16 192.168.0.106  signaler-pa.clent.. UDP
17 192.168.0.1 sonaerpalent.. 0P 503
18 sgnaler-pa.dlet... 192.168.0.106  UDP 1258
19 sgnelerpaclent.. 1921680106 UbP 1258
20 824
21 rcPort = HTTPS(443), DstPort = 63822, Length = 190
2 5.0754364 uop UDparor < HTTra(h43), Derort = 6302, Longth = 32
|Frame Details. X ||Hex Details X
Frame: Number = 9, Captured Frame Length = 118, MediaType = WiFi ecode As | BE Width ~ [Prot Off: 0 (0x00) Frame Off: 0 (0x00) Sel Bytes: 0
@WiFi: [Unencrypted QoS Data] F.....P, (I) RSSI = 75 dBm, Rate = Unknown 2 20 00 04 00 00 00 00 00 00 00 00 00
@LLC: Unnumbered(U) Frame, Command Frame, SSAP = SNAP(Sub-Network Access Prd|: 00 85 09 00 00 4B 00 00 00 00 02
- Snap: EtherType = Internet IP (IBv4), OrgCode = XEROX CORPORATION 06 FA 01 DA 01 88 42 30 00 80 B6
@ Ipvd: Src = 142.250.192.42, Dest = 192.168.0.106, Next Protocol = UDP, Pacl[s SF CB 84 D8 1B 45 DB 9C 84 D8 1B
@Udp: SrcPort = HTTPS(443), DstPort = 65300, Length = 9C DO F3 04 00 AA AA 03 00 00 00
45 80 00 34 00 00 40 00 3D 11 2D
FA CO 2A CO A8 00 6A 01 BB FF 14
8A 0A 42 99 77 2B 02 86 7A 67 48
41 E7 3C E1 SA BD 68 0A 3C DF 17 56 .AG<&z%h.<B.V
Version 3.4.23500 & Displayed: 21776 Dropped: 0 Captured: 21776 Pending: 0 Focused: 9 Selected: 1

MSc IT Part 1 (Semester 1)



To use filters inside display filter search for udp and click on apply, it will show all the udp

networks

(follow the same steps to search for TCP, IPv4, IPv6, IGMP, HTTP, SSDP, DNS, ARP, etc)

[ Microsoft Network Monitor 34 - 8 X
File Edit View Frames Capture Filter Experts Tools Help
) New Capture * Open Capture [ Save As | % Capture Settings b Start 4 Pause @ Stop Layout v & Parser Profiles v 2 Options @ How Dol v
@ capure2 @ Captrel () StatPage L) Parsers
i X X
=12 All Traffic Apply & Remove | & History v ' Load Filter v G Save Filter 2 Clear Text
My Traffic o]
5 @ msedge.exe (20316) P
& GoogleDriveFs.exe (11268)
- ] <Unknown>
& Dropbox.exe (9504)
@ brave.exe (160) Frame Summary - Udp ><
B NorbonSecuy i (4357) Gfind v 4 1 3 Autoscroll #2 Color Rules 4% Aliases ~ EE Columns ~
3] Whatsapp.exe (18388)
0] swchostexe (4326) i | RS G0 s o] s | s Destination Protocol Neme _Deseription
T backgroundTasktiost.exé (18076 01:03:52 AM 19-10-2023 4.9734709 14225019242 192.168.0.106  UDP oescrpurt o TTFeliis, Dt o 50 Lo = 00 1
i % ‘:“’:“ s o (16075) 3 49734700 14225019242 192168.0106  UDP HTTPS(443), Pt = G550, Lenth = 32
L] svchostexe (20524) 10 49750773 1921680106 14225019242 UDP 65300, DstPort = HTTPS(443), Le
-] svchost.exe (4272) 1 49995887 192.168.0.106 192.168.0. DNS 0xB3FB, QUERY (Standard query), Q»ery fnr signalr-pa.cents.goagle.com of type ms mr on class Internet
6 ) Widgets.exe (8400) 2 49999567 1921680106 192.168.0.1 ons 02, QUER (Sardrdqven). @ o of type U You ™
5 @ msedge.cxe (162449) 13 50082290 192.168.0.1 1921680106 DNS O, Qe omiord . et S
@17 v % 14 5.0082290 192.168.0.1 192.168.0.106  DNS 0xB3FB, QUERY (Standard query), Response - Sucms, Arr2y[142.250.192.74,216.239.36.10,2001:4860:4802:38:0:
@] svchostexe (4256) 15 50101528 1921680106 142250.19274  UDP 63822, Dstor = KTTFS(443),Langth - 1258
1 3 PAD.Console.Host.exe (12304) 1 50104488 1921680106 14225019274 UDP
- (ll WINWORD. EXE (16368) 17 5.0109281 192.168.0.106 14225019274 UDP
] VSboautopdate.exe (20284) 18 50390925 142250.192.74 1921680106 UDP
B GtherTrame 19 50750151 1422501274 192.168.0.106  UDP
20 50750151 19225019274 1921680106 UDP
2 50754364 19225019274 1921680106 UDP
2 50754364 14225019274 1921680106 UDP
23 50761350 1921680106 14225019274 UDP
24 5.0763323 192.168.0.106 142.250.192.74 uoP
25 5332 142250.192.74  192.168.0. uop
2 50788603 14225019274 192.168.0.006  UDP
27 50791097 1921680106 14225019274 UDP
2 51115453 142250.192.74  192168.0.106  UDP
29 5.1120993 192.168.0.106 14225019274 UDP UDP:SrcPort = 63822, DtPort = HTTPS(443), ungm a1
Frame Details X | Hex Detail e
Frame: Number = 9, Captured Frame Length = 118, MediaType = WiFi i=i Decode As | B Width v [Prot off: 0 (0x00) Frame Off: 0 (0x00) Sel Bytes: 0
@WiFi: [Unencrypted QoS Data] F.....P, (I) RSSI = 75 dBm, Rate = Unknown ”w” 02 20 00 04 00 00 00 00 00 00 00 00
#LLC: Unnumbered(U) Frame, Command Frame, SSAP = SNAP (Sub-Network Access Pr 00 00 85 09 00 00 4B 00 00 00 00 02
@ Snap: EtherType = Internet IP (IPvd4), OrgCode = XEROX CORPORATION 91 06 FA 01 DA 01 88 42 30 00 80 B6
@ Ipvd: Src = 142.250.192.42, Dest = 192.168.0.106, Next Protocol = UDP, Pac E8 SF CB 84 D8 1B 45 DB 9C 84 D8 1B
@Udp: SrcPort = HTTPS(443), DstPort = 65300, Length = DB 9C DO F3 04 00 AA AA 03 00 00 00
00 45 80 00 34 00 00 40 00 3D 11 2D
Jf‘dE 8E FA CO 2A CO A8 00 6A 01 BB FF 14
0058 20 8A 0A 42 99 77 2B 02 86 7A 67 48
0068 1F 41 E7 3C E1 SA BD 68 OA 3C DF 17 56 .Ag<&Zkh.<B.V
0075 B7 -
Version 3.4.23500 & Displayed: 24888 Dropped: 0 Capture: Pending: 0 Focused: 9 Selected:
[ Microsoft Network Monitor 34 - 8 X
File Edit View Frames Capture Filter Experts Tools Help
) New Capture * Open Capture kel Save As | ¥ Capture Settings b Strt 4 Pause 4 Stop Layout ¥ i Parser Profiles v 2 Options @ How Dol v
@ capure2 @ Capre1 () StatPage Ly Parsers
INetwork Conversations S B
B2 Al Traffic ¥.Apply  Remove | & History v ' Load Filter v G Save Filter 2 Clear Text
& 4wy Tofic e
& @8 msedge.exe (20316)
& GoogleDrivers.exe (11268)
] <unknown>
Oropbox.exe (9504)
brave.exe (160) Frame Summary - TCP X
1 [ nortonsecurity.exe (4352) Gfindv & + 3 Autoscroll %2 Color Rules &8 Aliases ~ Bl Columns ¥
6 ] Whatsapp.exe (18388)
& ) schostexe (4328) Frame Number Time Date Local Adjusted Time Offset Process Name ~Source Destination Protocol Name Description
& ndT: e (1807 1921680106 e13636.dschaka... TCP TCPiFlags=...A..F, SrcPOrt=61006, DstPort=HTTPS(443), PayloadLen=0, Seq=3606241546, Ack=1354983196, Win=515 1
e S may e 12 e
L] svchost.ene (20524) s 1921680106 1422514274  TCP log: , SrcPort=52804, DstPort=HTTPS(443), PayloadLen=0, Seq=533931205, Ack=3504772301, Win=508.
1 ] svchost.exe (4272) 6 192.168.0.106 20.212.88.117 TP Keep alivelFiags- SrcPort=52439, DstPort=HTTPS(443), wudun 1, Seq=42217228 - 42217229, mammsn
&1 ] widgets.exe (8400) 7 2021288117 192168.0.106  TCP Tcp [Keep alive acklFlags=...A...., STCPOrt=HTTPS(443), =
& @ msedge.exe (16244) 2 192.168.0.106 e gs=...A. - DSPorioHTTPo(34%, Foylondlon=h, Sequ36062A1S15, Acke 1354583156, Wi
B L] v 4256 46 e13636.dsch.aka... 192.168.0.106  TLS TLS:TLS Rec Layer-1 SSL Application Data
svchost.exe (4256) 47 e13636.dsch.aka... 192.168.0.106 s
-3 PAD.Console.Host.exe (12304) 8 e13636.dsch.aka,. 1921680106  TCP PayloadLen=0, Seq=13736845: Win=501
i 00 WINVWORD.EXE (16368) b 13636.dscbaka.. 1921680106  TCP s
£ 7] VSDXAutoUpdate.exe (20284) 50 192.168.0106  el3636.dschaka... TCP W rt: smz DstPort=| m?s(«:), PayloadLen=0, Seq=789225809, Ack=1373684976, Win=515
] = 7 boltv.dropbox.com 192.168.0.106 LS S Rec Layer-1 5L Application Data
o 5":";‘_( ) i 79 192.168.0.106 Jtv.dropbox.com TLS LS Rec Layer-1 SSL. Application Data
& swchost.exe 80 192.168.0.106 boltv.dropbox.com TLS LS Rec Layer-1 SSL Application Data
-] svchost.exe (3388) 81 boltv.dropbox.com 192.168.0.106  TCP j5=...A. =HTTPS(:
& ] .o (24096) 82 boltv.dropbox.com 192.168.0.106  TCP
5 5 ot 8 v.dropt 21680106 TCP
& ] MicrosoftedgeUpdate.exe (20744) 106 1921680106 el3636.dschaka... TCP
61 ] MicrosoftedgeUpdate.exe (19400) 114 1921680106 18.16L11L100  TCP
] MicrosoftShareoint.exe (144) 115 18161111100 192.168.0.106  TCP 5, Wi
116 1921680006 18161111100 TCP . 56q=107189777, Ack=1542104098, Win=517 (scale facto
1u7 155082078 brave.exe 192.168.0.106 18.161.111.100 TS
Frame Details X | Hex Details oo
i1 Decode As | B Width + Prot Off: Frame Off: Sel Bytes:
000
Parsed: 30460 € Displayed: 2052 Dropped: 0 Captured: 99240 Pending: 0 Focused: Selected:
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Search for Tcp.flags.sy

[ Wicrosoft Network Monitor 3.4 = o X
File Edit View Frames Capture Filter Experts Tools Help

U Pause @ Stop 25 Layout v 4 Parser Profiles v 12 Options @ How Dol v

) New Capture * Open Capture | Save As | 7 Capture Settings
@ Capture2 @ Capturel (@}) StartPage Ly Parsers

Networkcoverations Xslayiier X

E g""" L. Apply & Remove | 8 History v Z Load Filter v & Save Filter 2 Clear Text
My Trafic —
@ msedge.exe (20316) Tcp.flags.syn==1|
& GoogleDriverS.exe (11268)
-] <Unknown>
Dropbox.exe (9504)
brave.exe (160) Frame Summary - Tepflags:syn==1 X
NortonSeairky e (4252) Gifind v & 1 3 Autoscroll 2 Color Rules & Aliases v EE Columns v
5 ] WhatsApp.exe (18388)
T svchostexe (4328) Frome Number Time Date Local Adjusted Time OffsetProcess Neme Source Destiation Protocol Name  Description
5 =] backgroundTasktost.exe (16076) 114 2AM19-102023 153042161 brave.oe 1921680106 18161111100  TCP 1013, DStPort=HTTPS(443), Payload. Ack=0, Win=64240 (
i) 15 :04:02 AM 19-10-2023 155069058 brove.exe 18161111100 1921680106 TGP HTTPS(443), , Payloadien=0, Wi
& T svhostexe (20526) 184 3AM 19102023 26065346 msedgexe 1921680106 el3636.dschoka... TCP .. SrePort=61014, DstPort=HTTPS(443), PayloadLen=0, Seq=470328440, Ack=0, Wi
] svchost.exe (4272) 185 3 AM 19-10-2023  26.0664971 msedge.exe  192.168.0.106 13.107.213.68 TP 3
& ] Widgets.exe (8400) 186 3AM 19102023 260694440 msedgeexe 1921680106 1310724668  TCP S AN TIPS U, Pt in-g1240 ( leotaing scle
msedge.exe (16244) 187 AM 19-10-2023 cp q= 240 ( Negotie
it Riegad v 188 3 AM 19-10-2023 e Tep Fllgsxmk s. smn mPs(us), Dstport=61015, pmuuun.u, CeqoSo3S8352A, ACkeL776174808, Win4860 { Nepat
mehostes (£256) 192 AM 19-10-2023 T In=64860 ( Negotiat
&3 PAD.Console.Host.exe (12304) 26 AM 19-10-2023 T e, Dstport=HTTPS(443), nmwun-«, SeqmS0STTITA, Acksl, WinmGA 240  Nogotaing el
&1 (il WINWORD.EXE (16368) 245 AM 19-10-2023 TCP rcPort=61018, sz?nn-m?s(us),nyh \ck=0, Wir
{51 vSbcausoupdate.exs (20284) 255 AM 19-10-2023 e . SrcPort=HTTPS(443), o, in~g553> (et
et 258 AM 19-10-2023 e oge=- 45., SrPoR=G1015 DSP=HTTFS(443) Peyicadl.e , Seq=2960491647, Ack=, Win-54240 gt 53
-] system (0) 259 19-10-202 T PS(443), loadLen=0, 154297527, Win=65535 ( Negrmuk
&5 ] svchost.exe (7164) 267 AM 19-10-2023 Tcp PS(443), mndmm , Win=65535 ( Negotiat
] svchost.exe (3388) 405 9 AM 19-10-2023 TCP lags=r. 51y snfommzu, DstPort=HTTPS(443), PayloadLen=0, =q 2774289331, Ack=0, Win=64240 ( Negotiating scale
7 rxTsr.eve (24996) 406 9 AM 19-10-2023 e ., SrcPort=HTTPS(443), DstPort=61020, PayloadLen=0, Se 774289332, Win=65535  Negot
& - 430 9AM 19102023 322304263 brave.oxe  192168.0.106 10815961113  TCP SeFort=G102, DSFO-HTTFS(43) Pyloadlen=, Seq 306921521, k=0 Win=6424 Negotang <
L] MicrosoftEdgeUpdata.axe (20744) 43 9 AM 19-10-2023 32.2443109 brave.exe  108.159.61.113 . T ., SCPOt=HTTPS(443), Puy\ n=0, wm.ass:s( Negot
1 ] MicrosoftdgeUpdate.exe (19400) 448 9 AM 19-10-2023 322600431 brave.exe  192.168.0.106  52.13.172.91 Tcp " Srcport=61022, DstPort=HTTPS(443), Paylo . Win=64240 ( Neg
5} ] Microsoft SharePoint.exe (144) a7 9AM 19-10-2023 325163369 braveexe 1921680106 52137291  TCP Sot-51020, DA TTESU4T Paylemun-n Seq=2980016766, Ack=0, Win=64240 ( egotating scale
0] Seorchostere (14112) 4 0AM19-102023 325322642 braveexe  S213.17291 1921680106  TCP ., SrcPort=HTTPS(. 2ylon , Win=26883 ( Negot
a7 0AM19-102023 328145164 braveee 521317291 1921680106  TCP .. Srcport: :Pevondienc, Win=26383  Negot
[Frame Details X ||Hex Details X
Decode As | B Width ~ [prot off: Frame Off: Sel Bytes:

pase: 208 [ & Displayed: 153 Dropped:0 Captured: 111477 Pending: 0 Focused: Selected:
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4.Autoruns
Description:-

Autoruns is another Microsoft tool that will display any installed software on a device that is
set to launch when a machine is powered on. Malware can hide but ultimately it has to run
and in order to survive a reboot a piece of malware must create a persistence mechanism.

There are a few techniques that can be employed to achieve this objective such as creating a
scheduled task or creating specific run keys within the registry. After running a piece of
malware in a VM running Autoruns will detect and highlight any new persistent software and
the technique it has implemented making it ideal for malware analysis.

Steps:-

Download Sysinternals Suite from Sysinternals Microsoft official website.

Sys internal Microsoft - < X & Sysinternals Suite - Sysin X B Autoruns for Windows - X |

= @

Tools to perform Behavic. X | N 11Best Malware Analysic X | 4 o

A 2 ®© m
-

Sysinternals Downloads Community Resources

% Filter by title ‘ Additional resources
rsing

ShareEnum

TCPView

lities
Process Utilities
AutoRuns
Handle
ListDLLs
Portmon
ProcDump
Process Explorer
Process Monitor
PsExec
PsGetSid
PsKil
PsList
PsService

PsSuspend

El Download PDF

https://download.sysinternals.com/fles/SysinternalsSuite zip

Sysinternals Suite

Article « C 7/2C Feedback
By Mark Russinovich
Updated: September 29, 2023

(45 MB)
ernals Suite for Nano Server (9.5 MB)

nternals Suite for ARM64 (14.3 MB)

Download S;
Download

Install Sysinternals Suite from the Microsoft Store 2

Introduction

The Sysinternals Troubleshooting Utilities have been rolled up into a single Suite of tools. This file
contains the individual troubleshooting tools and help files. It does not contain non-troubleshooting
tools like the BSOD Screen Saver

The Suite is a bundling of the following selected Sysinternals Utilities: /
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Extract the downloaded file.

cIT PPTS x Downloads

> ThisPC > Acer(C) > Users > acer > Downloads arch Downloads

O View - (o Extractall (B Details

L Download: Today
E o
B pictures
New Volume (D)
@ Music

¥ videos

Open
Open with

Open in new tab
= OUTPUT
Open in new window

W Pankaj o
hare

% Google Drive (G)
Extract All...

Pin to Quick access
Pin to Start

Add to Favorites

Last mon'
S Compress to ZIP file

E Copy as path Ctri+Shift+C Open with WinRAR

Dropbox

Properties Alt+Enter Extract files.
W This PC
=] Dropbox % Extract to "SysinternalsSuite\"
= Acer (©)
ardi Norton Security i Extract Here d 2 Loading-data-from-di

New Volum

" WinRAR
3 Goo

Earlier thi

8 Network ’ Show more options

40items | 1 item selected 450 MB |

After opening the extracted file you can find the Autoruns application inside the folder and
many other applications like procmon which is used in these practical earlier.

%

G > ThisPC > Acer(C) > Downloads >  SysinternalsSuite arch SysinternalsSuite

W N Sort (8 Details
B Name
Last month

I sdelete

L Down

sdelete pl 9KB
B vocumens R

procmon 09-2023 04:44 PM Compiled HTML H. 63KB

Procmon 29-09-20230444PM  Application 5134 K8

= New Volume (D)
® Music piccmoncs
By B e

Earlier this year
B OUTPUT

# Vmmap
W Pankaj

Bl vmmap

Bl vmmapé4

2 RDCMan
. ASIC

® procexp
B RESEARCH L

® procexpss

B Zoomit

W Zoomite4

I Screenshots

Dropbox

W This PC SR 7-06-2023 Compiled HTML H.

2 .
= Acer (C) Autoruns Application
£ New Volume (D) ¥ Autorunsé4 Application

Application
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Click on Autoruns64 > pop up will appear click agree.

. MScIT PP x m B SysinteralsSuite +

0 > ThisPC > Acer(C) > Users > acer > Downloads internalsSuite

30443 PM
444 PM
Procmon 2023 04:44 PM
Procmoné4 9 444 PM

Bl etete . J Autoruns License Agreement

You can also use the /accepteula command-ine switch to acoept the EULA
I sdelete64

SYSINTERNALS SOFTWARE LICENSE TERMS
¥ autoruns 7 These license terms are an agreement between Sysinternals (a wholly
lowned subsidiary of Microsoft Corporation) and you. Please read them.
B Autoruns They apply to the software you are downloading from Sysinternals.com,
} which includes the media on which you received it, if any. The terms also
¥ Autorunssd 706 ‘apply to any Sysinternals
1 autorunsc * updates,
B autorunsct 27-06 " supplements,

+ Internet-based services, and
IEl Contig 0

Decine

I PsExect4

I psfile

ternalsSuite

(B Details

Entry Options Category Help

=

> Bing:

anvaAutolaunchAvailabilityCheckAgent

rporation
~ s OneDriv

rporation

, HKLM\SOFTWARE\Microsoft\Windows\Currentversion\Run
“ S VPN Wireguard
k HD Audio Univi
" HKLM\SYSTEM\CurrentControlSet\Control\SafeBoot\AlternateShell
Command Processo

. HKLM\SOFTWARE\Microsoft\Active Setup\installed Components

-
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